Abstract-The security of computer systems often relies upon decisions and actions of end users. In this paper, we set out to investigate user-centered security by concentrating at the most fundamental component governing user behavior -the human brain. We introduce a novel neuroscience-based study methodology to inform the design of user-centered security systems. Specifically, we report on an fMRI study measuring users' security performance and the underlying neural activity with respect to two critical security tasks: (1) distinguishing between a legitimate and a phishing website, and (2) heeding security (malware) warnings. At a higher level, we identify neural markers that might be controlling users' performance in these tasks, and establish relationships between brain activity and behavioral performance as well as between users' personality traits and security behavior.
securing computer systems has become paramount. To enable secure on-line interactions, actions performed and decisions made by human users need to be factored into system designa principle sometimes referred to as "human in the loop" [9] . Two such prominent user-centered security tasks are: (1) distinguishing between a legitimate and a fake web-site (phishing detection task), and (2) heeding warnings provided by modern browsers when connecting to potentially malicious web-sites (malware warnings task). User attitudes, perceptions, acceptance and use of information technology have been longstanding issues since the early days of computing. This is especially true in secure computing since user behavior can directly or indirectly impact the security of the system. In this light, it is important to understand users' behavior in executing security tasks and their potential susceptibility to attacks.
The field of user-centered security has received considerable attention recently but is still in its infancy. As such, our understanding of end user performance in real-world security tasks is not very precise or clear at this point. A number of computer lab-based studies focusing on security warnings and security indicators (e.g., [10, 12, 13, 14, 15, 16, 17] ) came to the conclusion that users hardly perform well at these tasks and often ignore them. This general wisdom in this area has been called into question by a recent large-scale field study of modern browsers' phishing, SSL and malware warnings [11] , which showed that users actually heed these warnings with high likelihood.
In this paper, we set out to enhance the current knowledge in, and address fundamental questions pertaining to, usercentered security from a neuropsychological standpoint. The primary questions driving our research include: (1) whether or not users actively engage in security tasks; (2) do users ignore or bypass these tasks; (3) what brain regions get activated while performing these tasks; (4) how well users perform at these tasks; (5) whether certain personality traits influence users' security behavior and performance; and (6) is users' behavior in one task related to their behavior in another task.
In an attempt to answer these inquiries, we introduce a novel methodology for studying user-centered security -one that involves neuroimaging. By means of this general methodology, our overarching goal is to delineate the nature of cognitive and neural processes that underlie user-centered security decisions and actions. This specific goal in our work reported in this paper is achieved via fMRI (functional Magnetic Resonance Imaging) scanning. fMRI provides a unique opportunity to examine the brain responses, in-vivo, mediating user decisions during human-computer security interactions. As a first line of investigation into our novel methodology, this fMRI study will shed light on end users' behavior and performance with respect to the important tasks of phishing detection and malware warnings.
Contributions & Results Summary:
Our main contributions in this paper are summarized as follows:
Novel Methodology to Study User-Centered Security:
We propose a new generalized methodology for studying neurological patterns governing users' performance and behavior with respect to user-centered security tasks.
fMRI Study of Phishing, and Malware Warnings:
As a specific use case of our methodology, we design and develop in-scanner fMRI experiments for phishing detection and malware warnings tasks (Section III), and conduct a user study by recruiting and scanning 25 individuals performing these tasks. (Section IV) 3. Comprehensive Neural and Behavioral Analysis: We provide a comprehensive analysis of neuroimaging and behavioral data, not only evaluating the phishing and malware warnings experiments independently but also contrasting them with each other.
(Section V-VII)
The results of our study provide a largely positive perspective towards users' capability and performance with respect to phishing detection and malware warnings tasks. First, we show that users exhibit significant brain activity in key regions associated with decision-making, attention, and problem-solving (phishing and malware warnings) as well as language comprehension and reading (malware warnings), which means that users are actively engaged in these tasks. In case of malware warnings, this level of brain activation matched with users' good task performance reflected by the behavioral data (confirming the findings reported in [11] ). In case of the phishing task, however, the behavioral performance was poor despite significant activation in brain regions correlated with higher order cognitive processing. Second, we demonstrate that certain personality traits, specifically impulsivity measured via a simple questionnaire [1] , can have a significant negative effect on brain activation in these tasks. In other words, impulsive individuals showed lower brain activation and may thus have poor task performance. Third, we discover a high degree of correlation in brain activity (with respect to decision-making regions) across phishing detection and malware warnings tasks, which implies that users' behavior in one task may potentially be predicted by their behavior in the other task. Finally, we discuss the broader impact and implications of our work to the field of usercentered security, including the domain of security education, targeted security training, and security screening.
II. BACKGROUND AND RELATED WORK
In this section, we provide the background necessary to understand our experiments and study design, and discuss the ethical aspects and prior work relevant to our research.
A. fMRI Overview
fMRI (Functional MRI) is a Blood Oxygen Level Dependent function measure, and is derived from a combination of stimulus-induced changes in the local cerebral blood flow, local blood volume, and local oxygen consumption rate [5] . It is assumed that such changes are associated with changes in neuronal activity [6] and thus fMRI provides an indirect measure of the underlying neuronal activity. In contrast to other brain scanning approaches, such as EEG, fMRI has a much better spatial resolution. In an fMRI scan, human participants lie down in the MRI scanner and perform cognitive tasks while their brain activity is being measured. In this way, we can time-lock the participant's brain activity to a certain cognitive event. fMRI is an appealing platform to conduct small-scale studies providing high spatial resolution. In sum, fMRI measures brain activity by detecting related changes in blood flow.
B. Our Experimental Set-Up
Throughout the project, the fMRI data was acquired using the 3T Siemens Allegra Scanner available to us at Civitan International Research Center at the University of Alabama in Birmingham, our University (see Figure 1 ) depicting our scanner and the experimental set-up). All fMRI tasks followed the same data acquisition protocol as follows. For functional imaging, we used a single-shot gradient-recalled echo-planar pulse sequence that offers the advantage of rapid image acquisition (Repetition Time = 1000 ms, Echo Time = 30 ms, flip angle = 60 degrees, Field of View = 24 cm, matrix = 64 x 64). This sequence covers most of the cortex (seventeen 5-mm thick slices with a 1 mm gap) in a single cycle of scanning (1 TR) with an in-plane resolution of 3.75 x 3.75 x 5 mm 3 . 
C. Ethical and Safety Considerations
Our study was approved by the Institutional Review Board (IRB) at our University. Care was taken to maximize the safety of the participants while being scanned by following standard practices. Their participation in the study was strictly voluntary. The participants signed an informed consent form prior to the study and were given the option to withdraw from the study at any point of time. Best practices were followed to protect the confidentiality and privacy of participants' data acquired during the study by de-identifying the collected data.
D. Study Limitations, and Sample Size
In line with any other study involving human subjects, our study also had certain limitations. A primary limitation pertains to the constraints posed by the fMRI experimental set up. Since the participants were performing the tasks inside the fMRI scanner, the set up did not mimic real-world online browsing experience. The discomfort associated with lying down in a supine position and being stationary may have also impacted participants' brain activity. In addition, just the fact that the participants were being scanned, may have impacted their brain activation and behavioral responses. The constrained interface (image-based display, binary input and no internet connectivity, unlike a modern computer) available during the scans may have limited participants' interactions with the system. For example, the participants were presented with the images of the websites (rather than the websites themselves) in the phishing task. Similarly, the malware warning images that could be shown on the displays were very simplistic and rudimentary. We believe that this may have negatively affected participants' performance in the underlying security tasks. Furthermore, participants' head motion in the MRI scanner, although we have corrected for it (Section V.A), may have impacted the fMRI data quality. Finally, the lab-based environment of the study may have impacted participants' behavior as they may not have felt real security risks during the experiments.
The effective sample size used in our study ranged from 22 (phishing detection task) to 25 (malware warnings task) participants (see Section V.A), which previous power analysis studies have found to be optimal. For instance, statistical power analysis of event-related design fMRI studies has demonstrated that 80% of clusters of activation proved reproducible with a sample size of 20 subjects [56] . Another study [55] found that a sample size of 24 gave an accurate activation map with a sufficient level of power (i.e., an 80% true positive rate). Thus, the number of participants tested in our experiments was optimal for event-related studies.
E. Related Work
Our study centers on phishing detection and malware warnings. Most closely relevant to the phishing component of our study is the lab study reported by Dhamija et al. [10] with 22 participants, which asked the participants to distinguish between real and fake web-sites. Their results indicated that users do not do well at this task and make incorrect choices 40% of the time. Our behavioral data also yielded similar results. However, our neuroimaging data shows that users exhibit significant brain activation during fake or real website identification task. This suggests that although the outcome of the participants' efforts to differentiate between fake and real web sites may not be good (perhaps because they do not know what to look for on the sites to make this decision), they certainly seem to be making a considerable effort in solving these puzzles as reflected by their brain activity in appropriate brain regions during this decision-making process.
The only prior study that focuses on malware warnings is a very recent large scale field study reported by Akhawe and Felt [11] . This study used modern browsers' telemetry frameworks to record users' real-world behavior when interacting with malware (as well as phishing and SSL) warnings. Unlike previously conducted lab-based studies of security warnings and security indicators (see below), this new study demonstrated that users heed warnings most of the time. Specifically, they found that users ignore Chrome's and Firefox's phishing and malware warnings only 9-23% of the time, and ignored Firefox's SSL warnings 33% of the time. These results are very much in line with the results of our study, which provides neurological proof as to the users' capability to process and heed malware warnings.
For over a decade, many lab studies have focused on different browser security indicators (passive indicators, and active warnings for phishing and SSL attacks) [12, 13, 14, 15, 16, 17] . All of these studies suggested that users seldom act upon warnings and security indicators. (We refer to Akhawe and Felt [11] who provide an excellent survey of the results of these studies). Akhawe and Felt attributed the stark difference in the results of prior lab studies focusing on warnings, and their own field study of [11] mainly to the changes in the nature of the browser warnings.
A previous neuroimaging study somewhat relevant to our work was performed by Craig et al. [18] . This study aimed at understanding users' behavior when faced with advertisements, including the level of suspicion aroused by deceptive advertising. Their study found precuneus and superior temporal sulcus activation while participants processed different levels of deceptive stimuli. This has relevance to user-centered online security interactions, as users may become suspicious when they encounter phishing sites or connect to malware-prone websites. While the Craig et al study points to the cognitive dangers associated with moderately deceptive materials, our phishing task presents participants with a real life online security scenario where they have to determine whether the website is malicious or real.
There have been other studies that applied neuroscience principles to computer security problems, e.g., [19, 20, 52, 53] . Bojinov et al. [19] proposed a neuroscience-inspired approach to coercion-resistant authentication. Martinovic et al. [20] explored the feasibility of side channels attacks with commodity brain-computer interfaces. Thorpe et al. [52] , and Chung et al. [53] explored user authentication using EEG devices.
III. DESGIN OF EXPERIMENTS
The in-scanner phase of our within-subjects fMRI study is comprised of two experiments, one involving phishing detection and one involving malware warnings. In this section, we discuss the methodology, and design and implementation of these experiments. Since these experiments were implemented using E-Prime [2] , we begin by providing an overview of this software platform.
A. E-Prime Overview
To develop our fMRI experiments, we used the E-Prime software (Psychology Software Tools Inc., Pittsburgh). EPrime is a framework for designing and implementing experiments, and collecting the participant response data and exporting this data to different formats for analysis. E-Prime is a suite of applications, namely, E-Studio, E-Run, E-Basic, EMerge and E-DataAid, where E-Studio is a graphical environment, E-Basic is the scripting language for E-studio, ERun is for running the environments, E-Merge is for merging session data files into Multi-Session data files and E-DataAid is for managing data [2] . E-Studio supports creation of experimental environment. It consists of:
1. interface: a combination of toolbox, workspace, structure and properties. It has drag and drop functionality to use the objects from its framework in the experiment. Inline scripts can be written in E-basic to control the execution flow of those objects. 2. frames: an event in the experiment that includes text or images which run for a certain amount of time. 3. trials: collection of frames which forms stimuli in the form of images and text. 4. blocks: collection of trials. 5. procedure: used to arrange the frames, trials and blocks in a specific order, following a linear time-line. As a general practice, while developing experiments in EPrime, one starts with a procedure called Session Procedure. It runs for a session and holds all other objects for that session. Instructions, blocks and trials are then included in the procedure. The time duration of all objects can be fixed as per the requirement of the experiment. An MRI compatible IFIS-SA (Invivo Corp., Gainesville, FL) auditory and visual system is available for stimulus presentation at the neuroimaging facility at our University. This system consists of two computers: one for stimulus presentation and another for experimental control and analysis. A master control unit is used to interface the two computers. We use E-Prime software run on the IFIS-SA system to present visual and auditory stimuli. The visual display in the magnet utilizes an IFIS-SA LCD video screen located behind the head-coil that is viewed through a mirror attached to the radio frequency (RF) coil. The auditory stimuli, if any, are presented using MR-compatible pneumatic headphones. The auditory stimuli and video display can be controlled using the master control unit within the scanner's control room. MRI compatible response boxes (e.g., joysticks and button boxes) are available within our neuroimaging center. The E-Prime IFIS-SA systems record the reaction times as well as participant response to each stimulus item presented to the subject in the scanner, and creates data files titled e-dat and t-dat.
The visual display in the MRI scanner used in our experiments (Section II.B) had the resolution of 640*480 and thus the interface for all the experiments were designed to fit that resolution. Moreover, since E-Prime only supports a 16-bit Bitmap Image format, all snapshots used in the experiments were converted to Bitmap keeping the visual integrity of the stimuli intact.
B. Phishing and Phishing Control
Phishing is the act of deceiving people by presenting a fake website which looks like a real one. For this experiment, we identified websites which are popular among people, and took the snapshots of the sites' login pages. We modified the login pages of these websites, created fraudulent replications of them and took snapshots of them. The snapshots were then categorized into two types: "real" and "fake." The fake website snapshots were further divided into two categories: "easy" and "difficult." The easy sites are those for which we modified both the URL and the logo of the companies; keeping the layout of webpages intact; or we changed the URL of the webpages to an IP address. The difficult sites were those for which we modified just the URL keeping the security icons and parameters intact. Table I provides a sample list of the websites used in the experiment along with their URLs. The sites were mainly chosen based on their expected popularity among our participants. Figure 2 (a) and 2(b) provide a sample of how these websites images looked for easy and difficult trials, respectively. We obtained some of the URLs from the website www.phishtank.com. The design of fake websites, for this experiment, was similar to the design adopted in the previous study on phishing detection reported by Dhamija et al. [8] . 
1) Experiment Design (Phishing):
The phishing experiment followed an event-related (ER) design. In ER design, each trial is presented as an event with longer inter-trial-interval. This was done with the goal of isolating fMRI response to each item separately. Event-related designs allow different trials to be presented in random sequences, eliminating potential confounds, such as habituation, anticipation, set, or other strategy effects [51] . In this experiment, we had 39 trials, out of which 3 trials (presented at the beginning of the experiment) were considered as practice trials to familiarize the subjects with the task. During the task, the subjects were asked to determine whether a given snapshot of a website was "fake" or "real."
In addition to trials involving real and fake websites, the experiment had a fixation baseline condition, each of which lasted for 10s. Fixations, in the context of an fMRI experiment, are short blocks of time when the participants are asked to look at a cross on the screen and relax. Fixations are considered as windows of baseline brain activity. Each trial displayed a website snapshot for 6s followed by a gap of 6s. There were 12 trials involving "easy" fake websites, 13 trials involving "difficult" fake websites, and 14 trials involving real websites. The experiment started with the set of instructions followed by a fixation for 10s, and after every 6 trials, a fixation of 10s was displayed on the screen. Thus, there was a fixation at the beginning of the experiment, at the end, and after every 6 trials. The trials were presented to each participant in a randomized order and the participants had to express whether the site depicted in the snapshot was "real" or "fake" by pressing the designated button. We recorded the response given by users and the corresponding response time.
2) Experiment Design (Phishing Control):
The phishing control experiment was designed as a control for the stimuli presented in the phishing experiment. This experiment was identical to the phishing experiment, except that participants were instructed to just look at the images displayed on the screen, and not to engage in an active task. Thus, this experiment had all the visual demands of the phishing experiment except for the decision-making (real or fake website) aspect. In this experiment, 20 snapshots of login pages of different websites, including: Citibank, USPS, orkut, hi5, 6pm.com,google, bankofAmerica, LinkedIn, chase, instagram, coupons, spotify, onlineshoes, Hotmail, BestBuy, yahoo, discover, AT&T, and Apple and a portal of our University, were shown to the participants. In this experiment, we were examining the brain responses when users were just looking at the webpages, and we subtracted those signals from the signals we captured from the phishing experiment. 
C. Malware Warnings
Malware is software created to obtain unauthorized access to computer resources and collect private information. We wanted to identify the neural patterns when people respond to warnings associated with malware. Modern browsers use these warning mechanisms to alert users in case they visit a likely suspicious web site [11] and rely upon users' input to proceed. Our malware warnings experiment consisted of several snapshots of news samples and pop-ups of two types: nonwarnings and warnings. A non-warning pop-up contained casual information or questions in it, and a warning pop-up contained details about the malware threat. In this way, the non-warning pop-up served as a control condition for the warning pop-up. The article itself served the purpose of a primary task the user is engaged in. The news samples were collected from popular news websites such as CNN, BBC, LA Times, ABC News, and Slashdot.org. We collected news items from all major categories like entertainment, sports, politics, and general news. We recreated the web pages on our own as the E-Prime software only supports a resolution of 640*480 formatted in Bitmap configuration. We simulated the realwebsite by showing abstracts of the news first. The participants can click on the read more option to read the full news item. When they clicked on "full news" we showed them a pop-up with a warning/non-warning asking them if they wanted to proceed. Depending upon their response, the next populated page was either a full news article or a blank page.
Experiment Design (Malware Warnings):
This task required that the subject read a series of articles. While they are reading the articles, they were randomly interrupted by a pop-up asking a specific question (non-warning), or by a pop-up warning (about a malicious threat). The experiment started with the instructions set followed by a fixation trial of 10s. After the fixation, the abstract with "read more" link was presented for 10s and when the user clicked on read more, a pop-up (warning or non-warning) was generated asking the user if he/she wanted to proceed. If the user chose not to proceed, a blank screen was displayed for 10s, otherwise, a full news article was displayed for 10s. This was an event-based design and the user gave his input of yes/no by pressing the button. We incorporated the malware warnings of popular web browsers like Chrome, Internet Explorer, Opera, and Mozilla [11] . It was difficult to display all the details of warnings that are shown by these browsers but we kept, to the extent possible, the excerpts similar to the warnings of these browsers. And the pop-ups contained casual messages, such as, "We are collecting the details about the type of news you like. Do you like these sorts of articles." Figure 3 (a) and 3(b) are samples of how the snapshots of the pop-ups looked.
IV. STUDY PROCEDURES
Our fMRI study followed a within-subjects design, whereby each participant performed all the three tasks, phishing control, phishing, and malware warnings. All tasks were performed in one single fMRI scanning session. The study, including participant recruitment and MRI scanning, ran for a period of about 6 months. In the rest of this section, we present the details of our study protocol, including the recruitment and demographics of our study participants, and the procedures involved during the pre-scanning and scanning phases of the study.
A. Participant Recruitment & Demographics
Twenty five healthy university students (14 males and 11 females; mean age: 21.5 years) participated in our fMRI study. Participant demographic information is summarized in Some of these participants were recruited through a screening questionnaire administered to students enrolled in the Introduction to Psychology course in the Department of Psychology at our University. Participants were not included if they indicated having metal implanted in their bodies (either surgically or accidentally), indicated possibly being pregnant or currently breastfeeding, or indicated having had a history of kidney disease, seizure disorder, diabetes, hypertension, anemia, or sickle cell disease. Individuals were also excluded if they were taking psychotropic medications, had claustrophobia, or had hearing problems. Participants were not recruited if they indicated a history of a developmental cognitive disorder, anxiety disorder, schizophrenia, or obsessive-compulsive disorder. Some of the participants were also recruited via flyers posted on our University campus, and prospective participants could call a number listed on the flyer and answer a screening questionnaire by dialing in information through integrated voice response (IVR).
B. Pre-Scanning Phase
The scans were performed at the neuroimaging facility available to us at our University. Participants signed an informed consent form approved by our University's Institutional Review Board. In addition, participants filled out an Edinburgh Handedness form [54] , an MRI safety questionnaire, and a Barratt's Impulsivity questionnaire [1] . The purpose of the handedness form was to determine handedness because handedness may relate to the lateralization of hemispheric activity in the participants (righthanded individuals may be more left-lateralized). The purpose of the impulsivity questionnaire was to determine the trait impulsivity level of the participants (details provided in Section V.A).
Prior to the scan, each participant was shown example images for both the tasks (phishing detection, and malware warnings) in the form of images on paper. We also explained that the participant was to use the button response system in the MRI scanner during the tasks.
We did not tell the participants before the fMRI scan as to what they are supposed to be doing in the phishing experiment. This was to make sure that they were not influenced by the "real" or "fake" decision-making thoughts while engaged in the phishing control experiment. The image for the phishing control experiment was a screenshot of the Google home page. The image we showed to the participants for the malware experiment is one of the articles displayed in a browser pop-up asking a general question about the article. See Figures 2(a), 2(b), 3(a) , and 3(b) for examples shown to the participants. We did not show an example of a malware warning pop-up to the participants before the experiment in order to avoid priming them explicitly.
C. Scanning Phase
fMRI data was collected using a Siemens 3.0 T Allegra head-only scanner (as discussed in Section II.B). For structural imaging, initial high resolution T1-weighted scans were acquired using a 160-slice 3D MPRAGE (Magnetization Prepared Rapid Gradient Echo) volume scan with TR = 200 ms, TE = 3.34 ms, flip angle = 1210, FOV = 25.6 cm, 256 x 256 matrix size, and 1 mm slice thickness. A single-shot gradient-recalled echo-planar pulse sequence was used to acquire functional images (TR = 1000 ms, TE = 30 ms, flip angle=600, FOV = 24 cm, matrix = 64 x 64). Seventeen adjacent oblique axial slices were acquired in an interleaved sequence with 5 mm slice thickness, 1 mm slice gap, a 24 x 24 cm field of view (FOV), and a 64 x 64 matrix, resulting in an in-plane resolution of 3.75 x 3.75 x 5 mm3.
For each participant, we set the order of the phishing and malware warnings tasks randomly, but always left the phishing control as the first task. We gave appropriate instructions to the participants via an intercom before each experiment started. Instructions were also provided visually on the display screen in the MRI scanner at the beginning of each task. Each task was run through the IFIS System Manager. Participants made their responses using a fiber optic button response system that had a button for each finger on both hands. They indicated a "yes" response using their right index finger and a "no" response using their left index finger. The session start time, end time, session id, and the order that each task was performed were recorded. For each task, except the phishing control experiment, reaction times and answers were automatically recorded and saved as dat files. The total duration for the phishing control, phishing and malware warnings tasks were 268s, 553s, and 751s.
After the scanning phase was over, we compensated the participant with Psychology course credits or a $50 cash reward depending on their status.
V. ANALYSIS AND STUDY RESULTS
In this section, we provide a comprehensive analysis of the data acquired during our study and attempt to interpret the results. We report on the neuroimaging data analysis followed by the behavioral data analysis
A. Neuroimaging Data Analysis
All acquired fMRI images were converted from DICOM (Digital Imaging and Communications in Medicine) format to NIFTI (Neuroimaging Informatics Technology Initiative) format using the Free Surfer software (http://surfer.nmr.mgh.harvard.edu/). Data was preprocessed using SPM8 software (Wellcome Trust Centre for Neuroimaging, London, United Kingdom) within MATLAB and an in-house software. Functional data preprocessing started with slice time correction to account for the interleaved pattern of scan slice acquisition. All slices were realigned to the mean image in the scan. All images were then normalized to the EPI template provided by SPM8 using a 2mm 3 resampling voxel. Head motion was examined in three translational directions x, y, and z, and three rotations: pitch, roll, and yaw. A cut off point of 1 mm in any direction was kept as the criteria for motion. After these quality control measures, data from three participants from the phishing experiment were discarded resulting in 22 usable datasets for that experiment. Lastly, all normalized images were smoothed using a Gaussian filter of 8mm full width half maximum.
Statistical analyses were performed on individual data and group data using the General Linear Model (GLM). In GLM analysis, each voxel in the brain will have a signal time-series for a given experiment based on how that voxel behaves in response to a specific task. The GLM formula is Y = X*β+ε, where Y is the fMRI signal at various time points at a single voxel, X is several components (the design matrix with different conditions, such as real, fake, malware) that can explain the observed fMRI signal, β is the parameter that defines the contribution of each component of the design matrix to the value of Y, and ε is the difference between the observed data (Y) and that predicted by the model (X*β). Group analyses were performed using a random-effects model. Regions of interest (ROIs) with statistically significant activation were identified using a t-statistic on a voxel by voxel basis. Separate regressors were created (for real, fake, and fixation stimuli in phishing experiment, and abstract, warning, and no-warning for malware experiment) by convolving a boxcar function with the standard hemodynamic response function as specified in SPM. Statistical maps were superimposed on normalized T1-weighted images. All data were intensity-thresholded at p=0.001, with a cluster size correction per region for a family wise error (FWE) rate of 0.05. To determine the voxel threshold for significance, a minimum cluster thresholding operation was performed using the AlphaSim software package in AFNI (Analysis of Functional Neuroimages) [57] . Ten-thousand Monte Carlo simulations were generated to maintain the family wise error (FWE) rate at 0.05 for the whole brain. Thus, in order for a given region to be considered significantly active, it should have a minimum cluster size of 64mm 3 . Table III lists the acronyms we will be using in the rest of the paper for the brain regions associated with our experiments. The figure below provides a higher level overview of these different regions and their general role. 
Overview of various brain regions associated with our experiments

(1) PHISHING DETECTION EXPERIMENT RESULTS
In this section, we present the phishing experiment results. We first report the raw analysis results, and then interpret and discuss all of the findings.
In the phishing task, participants were asked to make a decision as to whether a snapshot of a website presented to them was real or fake. The participants could be looking at the website address or the symbols or logos on the snapshot to make their decision. During this task (in contrast with fixation), we found statistically significantly increased brain activity in the bilateral frontoparietal network along with activation in bilateral occipital areas (p = 0.001; cluster size = 64 mm 3 determined by Monte Carlo simulations to be equivalent to a family wise error corrected threshold of p < 0.05) [21] . There was increased activity in the bilateral inferior, middle and orbital frontal areas, in the bilateral inferior parietal lobule, and in the bilateral occipital extending to ventral temporal areas. This pattern of activity was similar across different conditions: real, fake or real+fake, all contrasted with fixation (see Figure 4 for a map of brain activity in different contrasts). Direct subtraction of real trials from fake trials, and fake trials from real trials revealed statistically significant activity in several areas of the brain that are critical and specific to making "real" or "fake" judgments. For websites that the participants identified as fake (contrasted with real), participants activated right middle, inferior, and orbital frontal gyri, and left inferior parietal lobule (see Figure 5 ). On the other hand, when real websites were identified, participants showed increased activity in several regions, such as the left precentral gyrus, right cerebellum, left cingulate gyrus, and the occipital cortex.
All participants of this study also completed the Barratt's Impulsiveness Scale (BIS) [1] . BIS is a 30 item self-report instrument designed to assess the personality/behavioral construct of impulsiveness. It is perhaps the most commonly administered self-report measure specifically designed for the assessment of impulsiveness in both research and clinical settings. Impulsive responding can result in behavioral errors, and such responses can be critical in computer security interactions where the consequences can be costly. Thus, our goal was to examine the impact of impulsive decisions on phishing task performance and the neural circuitry underlying such behavior. A regression analysis involving BIS scores from participants as a covariate with whole brain activation revealed a statistically significant negative relationship in the MPFC (p < 0.001; cluster size = 64 mm 3 ) (See Figure 6) . In other words, more impulsive individuals had less activity in MPFC. 
Interpretation and Discussion (Phishing Detection):
Searching, attention shift, and decision-making are critical components of higher cognitive functions. The phishing task in the present study involves all these elements in helping participants decide which website was real and which was fake. At the neural level, the statistically significant activity we see in frontoparietal network (Figure 4 ) may be indicative of the involvement of a top-down control and attention modulation system and a bottom-up control system in this task. The top-down system consists of regions, such as the intra-parietal sulcus (IPS), and superior parietal lobule (SPL), and the bottom-up system includes temporoparietal junction (TPJ) and inferior fontal gyrus (IFG) [22, 23] . Many of these regions that are part of top-down and bottom-up control showed significant activity in the phishing task in the present study. Such increased control may be critical in making important judgments about the legitimacy of a website.
Increased activation was found in the right frontal and left parietal regions while deciding that a given website is fake ( Figure 5 ). At one level, this is another evidence of a more strategic and controlled approach to a more difficult task (identifying fake websites). These findings are consistent with a previous fMRI study [24] , where the participants were asked to identify whether a series of Rembrandt paintings were real or fake. This study found increased activity in RMFG while participants identified fake paintings. Fake websites may pose more challenge to the participants as they may have to spend more time thinking about different attributes, sometimes recalling from memory. Middle frontal, inferior frontal, and inferior parietal areas have also been implicated in working memory [25] . Identifying real websites activated precentral, cerebellum, cingulate and visual areas ( Figure 5 ). In addition to their motor functions, the cerebellum and precentral gyrus have topographically organized feedforward and feedback projections [26] . This network may be mediating the decisionmaking process as to whether a given website is real.
Yet another finding from the present study pertains to a brain-behavior relationship. Personality traits, such as impulsivity may prove vital in the way an individual approaches a cognitively demanding task. Impulsive individuals may seek immediate gratification and may make quick decisions without much thought. Such behavior can affect online computer security behavior. The present study found an inverse relationship between impulsivity and MPFC activity during real or fake phishing decisions ( Figure 6 ). Evidence from previous studies suggest MPFC's executive/regulatory function in that it mediates competing and conflicting cognitive operations and scenarios [27, 28, 29, 30, 31] . Studies involving animal models suggest a pivotal role of MPFC in impulsive decision-making [32] . Functional MRI studies of delay discounting have found inverse correlation between participants' impulsive choice of decisions and activity in regions like MPFC [33, 34] . Delay discounting refers to giving future consequences less weight relative to more immediate consequences (e.g., [35] ). In other words, delay discounting can be construed as the tendency to choose a smaller, sooner reward over a larger, later reward. Similar finding of inverse correlation in the present study suggests the conflict and difficulty involved in making real or fake decisions during the phishing task for impulsive individuals.
(2) MALWARE WARNINGS EXPERIMENT RESULTS
In this section, we present the results from our malware warnings experiment. Similar to the phishing detection presentation, we first report the raw results and then interpret and discuss all of our findings.
To recall, in the malware warnings task, a section of a news item (abstract) was presented to the participants. As the participants read the news item, a message popped up on the screen which either cautioned them about a malicious computer attack (warning condition) or a casual pop-up (nonwarning condition) asking them a question or seeking information from them. The participants were asked to decide "yes" or "no" before proceeding. Thus, there were three experimental conditions: abstract, warning, and non-warning. Reading the news item, relative to warning and non-warning taken together, elicited statistically significant increase in brain activity in several regions primarily associated with language comprehension. These regions include LMTG/LSTG, LIFG, bilateral inferior parietal (IPL), and bilateral occipital cortex (p < 0.001 with a cluster threshold of 80mm 3 that is equivalent to a family wise error correction of p < 0.05 determined by Monte Carlo simulations [21] , as in the phishing data analysis). There was also some activity in the right inferior frontal (RIFG) and middle temporal (RMTG) regions, perhaps not to the same extent as their left hemisphere homologues. This pattern of activity was also seen in the contrasts: Abstract > Non-warning and in Abstract > Warning (see Figure 7) . The warning and non-warning conditions showed more activity compared to reading the abstracts of the news items. Comprehending warning, relative to abstract, elicited statistically significant increase in activation in several regions of the right hemisphere, such as the RIPL, RMTG/RSTG, and cuneus (see Figure 8) . Processing non-warning pop-ups, relative to news item abstracts, also elicited similar patterns of activation, albeit with some differences. There was bilateral activation in middle/superior temporal cortex in this contrast. In addition, the right parietal activation was relatively more anterior, in the postcentral gyrus. One of the main goals of this study was to examine the brain areas that may mediate how people approach malware warnings. The participants showed significant increase in brain activity in several areas while processing warnings, relative to non-warnings. These regions include LIFG and LMTG, both primarily associated with processing language. There was also increase in activity in regions, such as the MPFC, and in the bilateral occipital cortices (see Figure 9 ). On the other hand, we did not find any increase in brain activity for the non-warning condition, relative to the warning condition. In order to examine personality traits and their impact on computer security decisions, as in the phishing data analysis, we used impulsivity scores as a covariate in a regression analysis with brain activity while reading security warnings. This analysis revealed significant negative relationship between impulsivity and brain activity in MPFC and precuneus (see Figure 10) . 
Interpretation and Discussion (Malware Warnings):
Language comprehension is a critical component in a user's online interactions. In this study, participants had to read several news items and make appropriate responses to malware warnings (and non-warnings). Reading the news items as well as reading warnings generated significant brain activity in regions such as the LIFG and LMTG/LSTG ( Figure  7 ). This activation pattern provides further evidence of the role of these regions in different aspects of language comprehension (see [36, 37, 38] ). The LIFG, in particular, has been implicated in the unification of lexical information stored in the temporal cortex [39] . Activation in these areas suggests that the participants in the present study were going through the warnings to understand the conveyed message and make a decision.
There were also qualitative differences in activation between processing warning and non-warning pop-ups. Warnings generated statistically significant increase in activity in language areas of the brain, such as LIFG and LMTG ( Figure 9 ). In addition, there was statistically significant activation in bilateral occipital cortices, which may provide evidence of how much visual attention and inspection participants were engaging in during warnings. On the other hand, non-warnings, which usually were not a threat did not generate any extra activation when compared with the warning condition.
High impulsivity, the tendency to act quickly without considering the broader, especially future, consequences of one's actions, has been found to be associated with several psychopathological conditions [40, 41] . Impulsive decisions can affect user safety and security in a computer security interaction (as we demonstrated in the case of phishing). We found trait impulsivity in our participants, measured by the Barratt's Impulsivity Scale, to negatively predict brain activity in MPFC and precuneus while paying attention to security warnings ( Figure 10) . Thus, more impulsive participants had less activity in these regions during the malware task. This finding is consistent with findings from several previous neuroimaging studies. For example, the precuneus was found to be negatively correlated with measures of impulsivity in a response inhibition task [42] . MPFC grey matter volume has also been found to be negatively correlated with impulsivity [43] .
B. Behavioral Data Analysis
Phishing Detection Experiment: During the phishing experiment, we instructed the participants to give their response during the trials by pressing the buttons using their index fingers. Each participant was asked to use his/her left index finger to respond that the website is fake, and the right index finger to respond that the website is real. Our E-Prime interface automatically recorded the response made by the participants and the corresponding response time.
Based on this recorded data, we collected statistics for participant accuracy (acc) and response time (time) for different types of trials, as summarized in Table IV . Accuracy is defined as the fraction of times a particular trial was correctly identified out of the total number of occurrences for that trial.
We can observe that, on an average across all trials, the participants spent 3.35 seconds to make a decision but the accuracy was only around 60%, i.e., 40% of the times, they misidentified a fake website as a real website and a real website as a fake website. This accuracy is only slightly better than making a random guess. Prior work by Dhamija et al. [8] also reported very similar results with their computer-based lab study. As mentioned in Section V.A, our neuroimaging data indicated strong brain activation in regions associated with decision making during both real and fake judgment, particularly more during fake judgment. Although it is unclear why fake trials would show increased brain activity in RMFG but poor accuracy, it is quite possible that the participants were putting more effort to identify fake websites but still not able to come up with the correct answers. The average accuracy of identifying real websites was the highest (about 77%) and much higher than the average accuracy of identifying fake websites (about 46%). Similar to the findings of our neural imaging data, this suggests that real website detection is an easier task compared to fake website detection. Intuitively, the accuracies for easy fake trials were higher than for difficult trials (57% vs. 39%).
The average response time for all types of trials was similar, over 3 s. The average reaction time for identifying easy fake website was the lowest and for identifying difficult fake website was the highest. We also found a statistically significant difference between the response time of easy fake and difficult fake trials (paired t-test; p-value = 0.006; CI = 95%). Easy fake websites had differences easier to distinguish than the difficult fake websites, so participants might have noticed them pretty early when making decision. Moreover, the average time spent on deciding the difficult fake websites was comparatively more than the time spent for other trials, but still the accuracy rate for difficult fake was the lowest among all trials. The participants may have spent more time on the difficult fake trials but still could not detect them as fake due to the level of difficulty associated with these trials. However, we did not find significant correlation between the response time and accuracy for any of the trials.
Malware Warnings Experiment:
The data acquisition approach for the malware experiment was similar to that for the phishing experiment. The participant pressed a button using his or her left index finger to indicate "No" and a button using his or her right index finger to input "Yes." For the warnings conditions, pressing "No" was equivalent to heeding the warning and "Yes" was equivalent to ignoring the warning. Similar to the phishing experiment, we collected statistics for subjects' accuracy (acc) and response time (time) for the different conditions, as summarized in Table V . Accuracy is defined as the fraction of times a participant pressed "No" for a particular condition out of the total number of occurrences of that condition.
An important observation is that the accuracy for heeding the warnings was quite high (about 89%), which means that participants paid attention to these warnings and chose not to "click-through" most times. This result is in line with the results from a recent large-scale field study of Akhawe and Felt [11] . It is also validated by the high brain activation in brain regions associated with problem solving and decision making as shown by our neuroimaging analysis (Section V.A).
We can also see that participants spent shorter amount of time reacting to warnings than non-warnings. This difference was also found to be statistically significant (paired t-test; pvalue = 0.04; CI = 95%). Also, the probability of overriding the pop-up was less for warnings than non-warnings. A similar effect was observed via our neural data analysis. Overall, this indicates that the content of warnings might have been prominent enough to raise suspicion in the minds of the users, resulting in their pressing "No" more quickly.
VI. CROSS-EXPERIMENT ANALYSIS
So far, we have presented the findings drawn from the independent analysis of different experiments. One important feature of our study design, involving multiple experiments in the same scanning session, was to facilitate measuring users' performance across these experiments. In this section, we present the results from such a cross-experiment analysis.
A. Phishing vs. Phishing Control
In order to examine the overlapping and unique activity associated with the phishing task and a visual control task, we compared the phishing with the phishing control experiment. While the phishing task involved participants making judgments about whether the websites were "real" or "fake", the phishing control task presented the same websites as the stimuli, but the participants were told to relax and view them without engaging in any active tasks. Both tasks elicited significantly increased activity in the visual cortex, perhaps in line with the visual demands of the stimuli. However, the phishing task showed significantly greater and unique activation in various regions, such as RMFG and bilateral insula (see Figure 11) , a pattern not seen in the phishing control experiment.
The anterior insula has been implicated in a variety of functions, such as affective and cognitive judgments. Activation in anterior insula, along with MFG, has been associated with making choices [44, 45] . The middle frontal gyrus also has been found to be playing a critical role in cognitive control especially in selecting an appropriate choice of action [46] . The activation of these important decisionmaking regions of the brain in the phishing experiment (vs. the control experiment) demonstrated that the participants were conscientiously making an effort as to differentiate "fake" websites from "real" websites. 
B. Phishing vs. Malware
Both phishing and malware tasks in our study involved decision-making, perhaps in slightly different ways. While the malware task tested whether participants were paying attention to security warnings while reading a news item, the phishing task explicitly examined subjects' ability to distinguish between a "real" and a "fake" website. At the neural level, we examined the correlation between these two tasks in terms of the brain activity in two regions, LMFG and RMFG, which are associated with decision-making. We found a significant positive correlation in both LMFG and RMFG activity, particularly in the RMFG region (see Figures 12(a)  and 12(b) ).
These results suggest that both phishing detection and malware warnings involve similar, higher level cognitive and neural processes. We may also infer that participants' behavior in these two distinct yet related tasks may be wellaligned in that one's ability to heed malware warnings may be associated with his/her decisions about the legitimacy of a website and vice versa. Thus, the quality of online security behavior may be determined by users' cognitive ability and by the selective activation of specific brain areas in appropriate contexts. In this section, we summarize and further discuss the main findings from our study. The neural signatures (activation in unique brain regions) associated with, and across, the phishing detection and malware warnings tasks are summarized in Table VI. Distinguishing between fake and real websites underlying the phishing task produced increased activation in many areas of the brain associated with decision making, problem solving, attention and visual search. This means that the participants were undergoing significant effort in making the "fake" or "real" decisions. Our neuroimaging results also show extra activation in decision-making areas such as RMFG while identifying a fake website compared to identifying a real website, perhaps reflecting increased task difficulty. Moreover, the comparison between the phishing and phishing control tasks clearly highlighted the decision-making aspect associated with the former (as opposed to just the visual demands associated with both of them).
While our neuroimaging data showed that users exhibited significant brain activation during the phishing detection task, their accuracy in this task, as determined by the behavioral data, was only slightly better than making a random guess (in line with a prior lab study [10] ). This suggests that although the eventual decision made by the participants to differentiate between fake and real websites may be far from accurate, they certainly were putting a considerable effort in making this decision as reflected by their brain activity in regions correlated with higher order cognitive processing. Perhaps this was because many of the participants did not know what markers to look for (e.g., URL or logo) on the sites to make their decisions. We note that a large fraction of our participants belonged to a non-technical (non-computer) background. Overall, these findings further justify the need for specialized education and training for every day users focusing on phishing in particular (such as the efforts of [47, 48] ) and security in general (such as [49, 50] ). These training and awareness programs may help improve users' phishing detection performance and reduce the chances of their susceptibility to other attacks. At the same time, the findings also motivate the need for continued research on designing phishing resistant software solutions and user interfaces.
The malware warnings task triggered significant brain activity in regions primarily associated with language comprehension and reading. Importantly, the actual malware warnings, in contrast to casual pop-ups, generated significantly more activation in brain areas governing language comprehension as well as visual attention and inspection. This suggests that the participants were reading through the warnings carefully to understand the message conveyed by the warnings and making an attempt to take an appropriate decision. Indeed, this was validated via our behavioral data which showed that participants heeded warnings about 90% of the times (also in line with the recent large-scale field study of [11] ). We therefore believe that our study provides a neurological basis as to the users' capability to process and heed malware warnings, further validating the results of [11] . It should be noted that since our security warnings were quite simplified, our results seem to underestimate users' performance when faced with malware warnings, which could be improved with better warnings (such as those employed by modern browsers and variants thereof [11] ).
Another key component of our study was to asses users' performance in user-centered security tasks based on their personality traits. Specifically, we studied the effect of impulsivity measured via a simple questionnaire. We found that, in both phishing detection and malware warnings tasks, impulsive individuals showed significantly less brain activation in regions governing decision-making and problem solving. This implies that impulsive behavior might be counter-productive to phishing detection and malware warnings task performance. A long-term impact of this finding can be in developing targeted security training programs. For example, an organization may concentrate their security training efforts on employees who are highly impulsive, as determined by their scores in the impulsivity questionnaire [1] . Similarly, school authorities may focus their online child safety efforts on children with high trait impulsivity.
A unique advantage of our study was that it allowed for a direct comparison between the phishing detection and malware warnings tasks. In this respect, we found significant correlation in participants' brain activity governing decisionmaking regions (bilateral middle frontal gyri). This suggests that both tasks involve, at a higher level, some similar cognitive processes and that users' performance in the two tasks might be correlated with each other. Note that, although language comprehension is unique to the malware task, both tasks involved a crucial decision making aspect. Broadly, this seems to indicate that the cognitive mechanisms underlying these security tasks are related, which may translate into similarity in users' performance in the two tasks.
Although fMRI scans are expensive, we believe that our methodology could also serve the purpose of security screening of individuals involved in high-security operations, such as in the national defense sector.
VIII. CONCLUSIONS AND FUTURE WORK
In this paper, we presented an fMRI study to bring insights into user-centered security, specifically focusing on phishing detection, and malware warnings. Our results provide a largely positive perspective towards users' capability and performance vis-à-vis these crucial security tasks. We found that users show significant brain activity in key regions known to govern decision-making, attention, and problem-solving ability (phishing and malware warnings) as well as language comprehension and reading (malware warnings). This level of activation indicates that users were actively engaged in these tasks, and were not ignoring or bypassing them (as many prior lab studies seem to have concluded [12, 13, 14, 15, 16, 17] ). In the case of the malware warnings task, brain activity and behavioral performance (accuracy) were complementing each other validating that users heed malware warnings with a high likelihood (as also shown by a recent field study [11] ). For the phishing task, however, task performance was poor despite significant brain activity associated with decision making. This divergent result demands future investigation. It could be attributed to users' lack of knowledge as to the markers for "fake" vs. "real" decisions (e.g., URLs), which may be overcome by user education and training. We also demonstrated that individuals with higher impulsive traits may not utilize their neural resources as efficiently as nonimpulsive individuals, and may result in poorer cognitive and behavioral outcomes. This suggests it would be valuable to study whether individual trait characteristics should factor into user-center security design. Finally, we discovered a high degree of correlation in brain activity (with respect to decision-making regions) across phishing detection and malware warnings tasks. This correlation suggests that users' behavior in one task may be predicted by their behavior in the other task.
We see a clear path-forward for subsequent research using neuroimaging techniques (e.g., fMRI, EEG or fNIRS) to inform the design of user-centered security systems. In the long-run, such studies may provide a neural signature for poor and good security decisions which can be used for predicting as well as correcting users' security behavior. Future research may conduct subsequent evaluation with diverse participant samples, study the effect of warning fatigue or habituation, consider user-centered security domains other than phishing detection and malware warnings (e.g., password memorization and recall), and evaluate the effect of security training and education on users' performance. 
